FIREWALL HEALTH
SELF-ASSESSMENT
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Insider threats come from employees, contractors, or business
partners who misuse their access to patient data. Use this checklist
monthly to spot potential risks before they become breaches.

1. Do you know your firewall's make and model?

Where to check: Look for a label on your firewall device or ask your IT
support provider.

[ Yes - | can identify my firewall brand and model number
[J No - I'm not sure what firewall we have

[ Unsure - Someone else manages our IT

2. Is your firewall still receiving manufacturer support?

Sophos XG firewalls reached end-of-life on March 31, 2025.
[ Yes - My firewall is fully supported with regular updates
[ No - Support has ended or will end soon

[0 Don't know - | haven't checked the support status

3. When did your firewall last receive a security update?

Ask your IT team or check your firewall's admin interface for update history.
O Within the last month - Recent updates installed
[ Within the last 6 months - Some recent activity
[J More than 6 months ago - No recent updates

[ | have no idea - Updates aren't being monitored
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4. Are you confident your firewall can block today's
cyber threats?

[ Yes - My firewall has modern threat protection
[ No - | suspect our protection is outdated

0 Unsure - | don't know what threats we're protected against

5. Can your firewall handle your current internet
traffic without slowing down?

[ Yes - No noticeable impact on internet speed
[0 Sometimes - Occasional slowdowns during busy periods

[ No - Regular performance issues and slow connections

6. Is your business covered by cyber insurance?

Many insurers require up-to-date security measures, including
supported firewalls.

[ Yes - We have current cyber insurance coverage
[0 No - We don't have cyber insurance

[0 Unsure - | need to check our policy details

7. Do you have a plan for upgrading your firewall
when needed?

[ Yes - We have a clear upgrade strategy and budget
[ Partially - We know we need to upgrade but haven't planned it

[ No - We haven't considered firewall upgrades
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Your Results

If you answered 'No,' 'Don't know,' 'Unsure,’ or 'Maybe' to any of
these questions, your firewall may not be adequately protecting
your business.

Outdated or poorly configured firewalls are one of the top reasons
Canadian businesses fall victim to cyberattacks. Don't wait for a
security incident to discover your vulnerabilities.

Ready to Secure Your Business?

Get a free firewall health consultation with VBS IT Services’
cybersecurity experts.

We'll review your current setup, identify potential risks, and
recommend the best path forward for your Toronto business.

Book a consultation today and make sure your business isn't
running on outdated security.
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